MNonuTtruka 06paboTKM NepcoHaNbHbIX A4aHHbIX
1. O6bwume nonoxKeHusa

1.1. C uenblo cobnogeHns 3akoHogaTenbcTBa Poccuiickon depepaumu, peryanmpyrowero OTHOLWIEHWUS,
CBsi3aHHble ¢ 06paboTKoM N obecnevyeHnem 6e30MacHOCTU NepPCoHabHbIX AAHHbLIX, @ TaKXKe noaaeprkaHus
nenoBoi penytaumm UHAMBUAYaNbHbIA nNpeanpuHumaTtens baHHuKos Omutpuin Cepreesmd (ganee — UM,
NHanBMAayanbHbIM NpegnpuHMmaTtesib) cYMTaeT CBOEW BaXKHeWleWn 3agayen obecneyeHWe NErMTUMHOCTU
06paboTkun 1 6esonacHocTn obpabaTbiBaeMbIX MEPCOHA/IbHbIX AAHHbIX CyOBHEKTOB.

1.2. AnA peweHus AaHHOM 3a4a4n MHaMBMAYanbHbIM NpeanpuHumaTenem bbiia BBeaeHa, GyHKLMOHUPYET
W Nepuoamyeckun nepecmaTpmBaeTcs (KOHTPOIMPYETCA) CMCTeMa 3aLWMTbl MePCOHA/bHbIX AAHHbIX.

1.3. O6paboTKa NepcoHaNbHbIX AaHHbIX Y UI 0CHOBaHa Ha cAeAyloLMX NPUHUMNAX:
3aKOHHOCTU Uenei n cnocobos 06paboTKM NepcoHabHbIX AaHHbIX U ee 06P0oCOBECTHOCTY;

cooTBETCTBUA Liesiei 06paboTKM NepcoHanbHbIX AaHHbIX LLEAM, 3apaHee onpeaesieHHbIM U 3aaBAeHHbIM Npu
cbope nepcoHanbHbIX AaHHbIX, a TaKXKe noaHomoumam UM;

COOTBETCTBMA 0bbemMa M coAaep)kaHua obpabaTbiBaembiX MEPCOHAsIbHbIX AaHHbIX, cnocoboB 06paboTKM
NepCcoHaNbHbIX AaHHbIX Lenim ob6paboTKM NepCcoHaNbHbIX AaHHbIX;

TOYHOCTU NepPCOHAaIbHbIX AaHHbIX, UX aKTYa/IbHOCTU U AOCTATOYHOCTHN ANA u,eneﬁ O6pa6OTKM, HeAOoNYyCTUMOCTU
06pa6OTKM N36bITOYHbIX MO OTHOLLEHMIO K uenam c6opa NepPCOHa/IbHbIX AaHHbIX;

NIETUTUMHOCTM OPraHM3aUMOHHBIX U TEXHUYECKUX mMep no obecrnevyeHnto 6e30MacHOCTU NEPCOHANbHbIX
[OAHHbIX;

HEMPEepPbLIBHOCTU MNOBbIWEHUA YPOBHA 3HaHWK paboTHMkoB MM B chepe obecneyeHua 6e30MNacCHOCTM
NepcoHanbHbIX SAaHHbIX NpU Ux 0bpaboTKe;

CTPEMIEHUA K NOCTOAHHOMY COBEPLUEHCTBOBAHMIO CUCTEMbI 3aLLMTbI NEPCOHANbHbIX AaHHbIX.
2. Llenn 06paboTKM NepcoHaNbHbIX AaHHbIX

B cooTBeTcTBUM C NpUHLMNAMKU 06PabOTKM NepCoHaNbHbIX AaHHbIX O6blAM onpeaeneHbl Luean obpaboTku
NepPCcoHaNbHbIX AAHHbIX:

3aK/Ilo4YeHne, conpoBoXaeHune, UIMeHeHune, pPacTtopXeHune rpaxXaaHCKOo-NpaBoBbiX Aorosopos C
KOHTpareHTamm un ucnoaHeHue UM o06a3aTenbcTs, npeaycMoTpeHHbIX 3 TUMU O0T0OBOPaMMU,

3aK/1ilo4eHne, conpoBoxXaeHue, nameHeHume, pacTtopKeHwme rpaXKa4aHCKo-npaBoBbIX A0roBoOpoB, KOTOpPbIE
ABNAKOTCA OCHOBaHMeEM ONA BO3HUMKHOBEHWUA OTHOLWEHUM mexay KaneHtamm un UM, v ucnonHeHue WU
06ﬂ3aTeanTB, npegycMoTpPeEHHbIX 3TUMKU O0roBopamu;

OKasaHue yCiyr B pamKkax OCHOBHOW geAatenbHoctu UIT;

Bsamw\op,eﬁcmme C npeacrtasutenamun, KOHTAKTHbIMU NNUAMU K/IMEHTOB W KOHTPAreHToOB B Mpouecce
3aKn4eHunAa, NCNOTHEHUA, USMEHEHUNA N PAaCTOPXKEHNUA A0roBOPOB;

npeagocrasaeHne MH(I)OpMaLI,MM KOHTpPaAreHTam " KiiMeHTam npwv 3aknro4yeHnn ¢ HUMm orosopos,

nucnonHeHne WM ob6s3aHHOCTEN, NpPeayCMOTPEHHbIX 3aKoHoZaTenbcTBoM Poccuiickoit ®Pegepaumm v
HOPMaTMBHbIMKW aKTamm baHKa Poccuu.



3. MpaBuna 06paboTkn NepcoHanbHbIX AAHHbIX

3.1. UM ocywectenaeT 06paboTka NepCcoHabHbIX AaHHbIX B COOTBETCTBUM MepeyHem NepcoHasbHbIX AAHHbIX,
onpeaensAloWwWMM cocTaB U Lenn obpabaTtbiBaemMblXx JAaHHbIX, NPaBOBOe OCHOBaHME AnA 06paboTku
NepPCOHaNbHbIX AaHHbIX, @ TAKXKe CPOKU NX xpaHeHuna y UM.

3.2. UM ocywecTBNAeT 06paboTKa NePcoHabHbIX AaHHbIX CAeAYHOLWMX KaTeropuii cybbekToB NepcoHas bHbIX
[OaHHbIX:

WUCNONHUTENMN, MNOAPAAYMKN, areHTbl M WHble AULA, ABAAIOWMECA CTOPOHOW J[AOrOBOPOB TPaXKAAHCKO-
NpaBOBOro XapakTepa, 3aKatodeHHbIX ¢ UM (pusmnyeckme nvua, MHANBUAYANbHbIE NpegnpUHUMaTeNn);

YneHbl KONNErNaNbHbIX OPraHOB YNpPaBAEHWA, UCMOAHUTENbHbIX OPraHOB, FaBHble Oyxrantepbl U MU,
KOTOpPbIM NPeAOoCTaB/leHO MPaBO PACNOPAXKEHUA AEHEXKHbIMW CpeacTBaMM, HAXOAALMMMUCA Ha cyeTax
OPUANYECKUX NNL, ABNAIOWMNXCA CTOPOHON A0rOBOPOB rpaKAaHCKO-NPABOBOro XapakKTepa, 3aK/JAUYEeHHbIX C
un;

NPeAcTaBUTENN K/MEHTOB WM KOHTPAreHToB (IOPUAMYECKMX UL, OUSUYECKMX UL, OU3MYECKMX NuL,
3aHMMAOWMNXCA B YCTAaHOB/JIEHHOM 3aKOHOZATENbCTBOM Poccuiickolt ®depepauny nopsgke YacTHOW
NPaKTUKON, MHAMBUAYANbHbIX NpeanpuHUmMaTenei), AeicTeytolmMe Ha OCHOBaHWUM A0BEPEHHOCTH;

beHeduuMapHble BNaAeNbLbl KIMEHTOB;
BbIrogonpuobperaTenn KANEHTOB;
KOHTAKTHbIE 1L KIMEHTOB M KOHTPAreHToB;
nocetTuTenu;

MHcangepbl;

duM3nUeckme NMUa, B OTHOLUEHUWU KOTOPbIX MMEITCA cBeAeHMA 06 MX NPUYACTHOCTU K 3KCTPEMUCTCKOW
OeATeNbHOCTU UK TePPopPU3MY.

3.3. UM He gonycKaeT 06paboTKy KaTeropumii NepcoHanbHbIX AAaHHbIX, KACaOLMXCS:
pacoBol NPUHAANENKHOCTH;

HALMOHANbHOM NPUHAANEKHOCTY;

NOINTUYECKUX B3TNALOB;

dunocodckux yberkaeHni;

PENUTNO3HBIX YOEeXaAeHWN;

UHTUMHOM KU3HU.

3.4. ObpaboTKa NepcoHaNbHbIX AAHHbIX, KacatoWMXCA COCTOAHUA 340p0BbA paboTHuKoB WM, monyckaetcs
WCKJIIOYUTE/IbHO B CyYasX, NPesyCcMOTPEHHbIX TPYAOBbIM 3aKOHOAATE/IbCTBOM, BK/IHOYAn 3aKOHOAATENbCTBO
06 oxpaHe TpyAa, M 3aKOHOAATE/NbCTBOM O COUManbHOW 3almTe MHBannaos. O6paboTKa NepcoHanbHbIX
[JaHHbIX, KaCaloOWMXCA COCTOSAHUA 340pOoBbsA KAMeHToB MM, AOMYyCKaeTcs WCKAOYMTENbHO Ha OCHOBAHMM
cornacuin cybbekTos, MoOAyYeHHbIX B MUCbMeHHOW ¢opme. O6paboTKa TaKMxX AaHHbIX Npou3BoauTca 6e3
MCMNO/b30BaHNA CPeACTB aBTomaTtM3aumm. O6paboTKa MepCcoHasbHbIX AAHHbIX, KaCalOWMXCA COCTOAHUA
34,0P0BbA OCTA/IbHbIX KaTeropuii CybbeKToB NepcoHasibHbIX AaHHbIX, MM He ocywecTeaseTcsa.



3.5. ObpaboTKa NepcoHaNbHbIX AAHHBIX O CYAMMOCTU OU3UYECKUX vL, U paboTHMKoB UM gonyckaetcs
WUCKNTIOYUTENBHO B CAy4aaX, NPeAyCMOTPEHHbIX 3aKoHoAaTenbcTBOM Poccuitckoint Pepepaumn. ObpaboTka
TaKMX OaHHbIX NPOM3BOAUTCA 6e3 MCNo/ab30BaHWA CpeacTB aBToMaTusauumn. O6paboTKa MepcoHaNbHbIX
[AaHHbIX O CYAMMOCTM OCTa/IbHbIX KaTeropuii CybbekToB NepPCcoHaNbHbIX AaHHbIX UMM He ocyliecTBaseTcs.

3.6. UM ocywectBnaetcas obpaboTka OMOMETPUUYECKUX NEepPCOHaNbHbIX AaHHbIX (CBeAeHM, KoTopsblie
XapaKkTepusytoT dusmosiornyeckne n buonormyeckme ocobeHHoOCTN YeNoBeKa, Ha OCHOBAHUN KOTOPbIX MOXKHO
YCTaHOBUTb €ro IMYHOCTL) — poTorpaduii pabotHMKoB 1 doTorpaduin noceTutenel (B Tom unucne ¢GuaManos u
060cobeHHbIX NogpasaeneHunin) B Lenax opraHn3aumm HagnexKallero NponyckHOro U BHYTPMO6HEKTOBOTO
pexuma WM. O6paboTka yKasaHHbIX OMOMETPUYECKMX MEPCOHANbHbIX [AaHHbIX OCYLLeCcTBASETCA
WCKIOUYNTE/IbHO HA OCHOBAHMM COMNacuin CyObeKTOB, NOyYEeHHbIX B MMCbMEHHON dopme.

3.7. UM He ocywecTBaseT MPUHATME HA OCHOBAHWW MWCKAIOYMTENIbHO AaBTOMATM3MPOBAHHON 06pPaboTKM
NepPCOHANbHbIX AAHHbIX PeleHU, NOPONKAALWMNX OPULMYECKME MOCNeACTBUA B OTHOWEHUWU cybbeKTa
NepPCOHANbHbIX AaHHbIX UAW MHbIM 0OPa3OM 3aTpParMBatoLLMX €ro NpPaBa M 3aKOHHbIE MHTEpPECHI.

3.8. UM ocywiecTBAAeT TpaHCrpaHMYHan nepegaya NepcoHasbHbIX AaHHbIX (Nepeaya NepcoHanbHbIX AaHHbIX
Ha TEPPUTOPUIO MHOCTPAHHOrO rOCYAapcTBa OpPraHy BAAacTM MHOCTPAHHOrO rocyAapcTea, MHOCTPaHHOMY
bU3nYECKOMY IULY WM MHOCTPAHHOMY HOPUANYECKOMY NNLLY) B CIyYanX, ECAN TaKaa nepeaada Heobxoanma
ONA OOCTUMXKEHUA Lenen, NpesycMOTPEHHbIX MeXAyHapoaHbiM dorosBopom Poccuiickoit depepaumm mnm
3aKOHOM, A1 OCYLLECTBNEHUA N BbIMNOJIHEHWUA, BO3/IOXEHHbIX 3aKOHOAaTeIbcTBOM Poccuitcko degepaumm
Ha UM GyHKLMIM, NoNHOMOUYMI M 06A3aHHOCTEN, @ TaKXKe B CyYanx, eC/u Takas nepegaydya Heobxoamma ann
uenei NCNoNHEeHNA AOrOBOPOB, CTOPOHAMM KOTOpPbIX ABAAtOTCA U 1 cybbeKTbl NepCoHaNbHbIX AAHHBbIX.

3.9. UM He co3paeT U He I'IV6!'IMKYET 06LLI,EAOCTyI'|HbIe UCTOYHUKKN NEepPCOHa/IbHbIX AadHHbIX, HE pasMeLllaeT
nepCcoHasibHble AaHHble Cy6beKTa B 06I.Ll,e,£l,OCTyI'IHbIX NCTOYHMKax 6e3 ero npegsapuTesibHOro cornacua.

3.10. UN BnpaBe nopyuntb 06PabOTKY NEepPCcOHaNbHbIX AAHHbIX TPETbeMy /WLy C cOrnacusa CybbekTa
NepCcoHaNbHbIX JaHHbIX, E€CNM WMHOEe He npeaycmoTpeHo deaepanbHbIM 33aKOHOM, Ha OCHOBaHMUM
3aK/Il04aemMoro ¢ sTum auuom porosopa. MNpu stom UM B gorosBope 06A3bIBaeT AULO, OCYLLECTBAANOLLEE
06paboTKy NepcoHaNbHbIX AaHHbIX MO MOpydYeHMto, cobnoaatb KOHPUAEHUMaNbHOCTL 06pabaTbiBaeMmblxX
NepCoHaNbHbIX [AaHHbIX, cobAAaTb NPUHUMNLI W NpaBuna 06paboTKM NepCcOoHaNbHbIX  AAHHbIX,
npeaycMmoTpeHHble PegepanbHbiM 3akoHOM OT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» U
HacToswen MoanTruKom.

3.11. UM moXeT npenocTaBAATb NEpPCOHANbHble AaHHble CYObEKTOB TPETbMM AMLAM Ha OCHOBAaHMM
3aK/I04aeMbIX C HUMU OrOBOPOB WAW TOCYAAPCTBEHHBIM M MYHULMMNANbHBIM OpraHam B COOTBETCTBUM C
TpeboBaHMAMM  3aKoHoAaTenbcTBa Poccuiickoit  ®Pepepauun. [Mepepsaya nNepcoHaNbHbIX — AAHHbBIX
OCYLLECTBAAETCA C cornacua cybbeKkTa MepcoHasbHbIX AaHHbIX, 33 WMCKAOYEHMEM C/y4aes, Korga Aans
nepeaayn NepcoHasIbHbIX JAHHbIX MMEIKOTCA MHble NPABOBble OCHOBAHWA, NpeaycMoTpeHHble PedepasbHbIM
3aKoHOM 0T 27.07.2006 Ne 152-®3 «O nepcoHabHbIX AAaHHbIX».

3.12. N o6nasyeTca n TpebyeT OT UHbIX WL, NOAYYMBLUMX SOCTYM K NEPCOHANbHLIM AAHHbIM, HE PACKPbLIBATb
TPETbMM MUAM W He PacnpOCTPaHATb NepcoHasbHble AaHHble 6e3 cornacuMa cybbekTa MepcoHaNbHbIX
[JaHHBbIX, EC/IN MHOE He NPeayCMOTPeHO deaepasbHbIM 3aKOHOM.

4. Peanusauyma Tp96OBaHMﬁ K obecneueHuto 6esonacHocTm NnepCoHaNbHbIX AAHHbIX

4.1. C uenbio obecneyeHns 6e30MacHOCTM NEPCOHANbHBIX AaHHbIX Npu UX obpaboTke UM peanusyroTca
TpeboBaHMA, KOTOPble YCTaHABAMBAIOT CleAylolMe HOPMATUBHbIE NPaBOBble aKkTbl B 061acT 06paboTku u
obecneyeHnn 6€30NacHOCTM NEPCOHAJbHbIX AAHHbIX:



depepanbHbIit 3akoH 0T 27.07.2006 N2 152-d3 «O nepcoHa/bHbIX AaHHbIX»;

MNoctaHoBneHne [paButensctea Poccuitickor Pepepaumm ot 01.11.2012 Ne 1119 «O6 yTBep:KaeHUU
TpeboBaHMI K 3aluUTe MNepcoHasbHbIX AaHHbIX MNPU KUX 06paboTKe B WMHPOPMALMOHHbLIX CUCTEMAX
NepCcoHanbHbIX AAHHbIXY;

MoctaHoBneHue [paBuTtenbctBa Poccuiickont Pepepaumm ot 15.09.2008 Ne 687 «0O6 yTBEp:KAEHUMU
MonoxkeHns 06 ocobeHHOCTAX 06pPaboTKM NEepCOoHabHbIX AAHHbIX, OCyLWEcTBAsemMOon 6e3 Mcnonb3oBaHuA
CpencTs aBTOMaTU3aLMNY;

MNoctaHoBneHne [lpasutenbctBa Poccuitickon Pepepaumm o1 06.07.2008 No 512 «06 yTBeEpKAEHUM
TpeboBaHMN K MaTepuasibHbiM HOCUTENAM OUOMETPUYECKUX MNEPCOHAsbHbIX AAHHbIX W TEXHOA0rMAM
XPaHEeHUA TaKMX JaHHbIX BHE MHPOPMALMOHHbIX CUCTEM NEPCOHA/bHbIX AaHHbIXY;

Mpukas CTIK Poccum ot 18.02.2013 Ne 21 «0O6 yTeepxaeHun CocTaBa M coaeprkaHUA OpraHM3aLMOHHbIX U
TEXHUYECKMX Mep no obecrnedyeHuto 6e30MacHOCTM MepPCOHasbHbIX AaHHbIX Npu ux obpaboTke B
MHDOPMALMOHHbBIX CUCTEMAX MEPCOHA/IbHbBIX AAHHBIXY;

OOKYMEHTbI, BXogdAlme B Komnaekc AoKyMeHTOB B 06/1acTn cTaHgapTusaunm baHka Poccun «ObecneyeHune
MHPOPMALMOHHOM 6e30NacHOCTN OpraHn3aLnii 6BaHKOBCKOM cucTeMbl Poccuinckoii Peaepaummn», BBEAEHHbIN
B AencTBMe pacnopsarkeHnem baHka Poccmm o1 17.05.2014 Ne P-399.

4.2. UM NpoBOAMT CUCTEMATMUECKYIO OLeHKY Bpeda (CTeneHn BO3MOMKHbIX NOCAEACTBUIA), KOTOPbIA MOXKET
6bITb MPUUMHEH CY6bEKTamM MepCOoHaNbHbIX AaHHbIX U onpeaenseT yrposbl 6e30nacHOCTM NepcoHaNbHbIX
[OaHHbIX.

4.2. UM nNpoBOAMT CUCTEMATMUECKYIO OLEHKY Bpeda (CTeneHn BO3MOMKHbIX NOCAEACTBUIA), KOTOPbIA MOXKET
6bITb NPUUMHEH CYyObEKTaM MepcoHasbHbIX AaHHbIX W onpeaenser yrposbl 6e30MacHOCTM NepCcoHaNbHbIX
[OaHHbIX.

4.3. B COOTBETCTBMM C BbIAB/EHHbIMU aKTyasibHbIMM yrpo3amu UM npumeHseT HeobXxoaMmMble U AOCTaTOUHblE
OpPraHM3auMoOHHbIE W TEXHWYECKMEe Mepbl, BK/AlOYalowme B cebs WUCNONb30BaHWE CPeACcTB  3almThl
nHdopmaumn, obHapykeHue ¢aKTOB HECaHKLMOHMPOBAHHOIO A0CTYNa, BOCCTAaHOBAEHME MepCOHaNbHbIX
[OaHHbIX, YCTAHOBAEHME NpaBMA AOCTyNa K MNepcoHasbHbIM AaHHbIM, a TaKKe KOHTPO/Ab M OLEeHKY
3bPEKTUBHOCTU NPUMEHSAEMbIX Mep.

4.5. UM oco3HaeTt HEO6XOAVIMOCTb N 3anHTEepecoBaHO B obecneyeHnn Kak AONXKHOro, C TOYKMN 3peHunA
TDEGOBaHMﬁ HOPMATUBHbIX NPaBOBbIX aKTOB Poccuitckoit (Dep,epau,mm, TakK n 06OCHOBaHHOI'O, C TOYKU 3peHUA
OLEeHKN pUCKoB AnAa 6M3Heca, YPOBHA 6esonacHocTH NnepCoHaNbHbIX OaHHBbIX, O6pa6aTbIBaEMbIX nUn s
npouecce CBOEM AeATENNbHOCTMH.



